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The Dark Side: Crime Has Gone Global  

Friedrich Schneider 

 

 Introduction  

Over the last three decades the growth of the world economy has been quite high and improved 

economic well-being all over the globe. However, this development has been accompanied by 

some negative developments. These negative processes are the following: First, crime has also 

gone global and, second, there has been a strong increase in criminal proceeds from international 

organized crime, from financial and tax fraud over the last 25 years and from a rising shadow or 

underground or cash economy worldwide. Moreover, third, organized crime has a significant 

influence on the official economy; for example a significant increase in expenditures for the police 

and judiciary. In this paper I will deal with some aspects of this “dark” side of a globalized economic 

world. The goal of the paper is to shed some light on this dark side, in order to improve our 

knowledge about the shadow economy, organized crime, tax fraud and other criminal 

developments worldwide (e.g. cybercrime). 

 

In the next Chapter I present the latest results describing the size and development of the shadow 

economy and tax evasion worldwide. In Chapter III the size and development of international crime 

activities, including cybercrime, is shown. Chapter IV deals with globalization and transnational 

organized crime. Chapter V analyzes the influence of the shadow economy, tax evasion and 

transnational organized crime on the global economy. Finally, in Chapter VI some concluding 

remarks are made, along with 15 concrete policy recommendations for fighting the shadow 

economy and tax evasion as well as organized crime.  

 

 Introduction and Theoretical Considerations of the Shadow 

Economy 

Up to now the shadow economy is by nature difficult to measure. Agents engaged in shadow 

(underground) economy activities try to stay undetected. The request for information of the extend 

of the shadow economy and its development over time is motivated by its political relevance. 

Moreover, the total economic activity, including official and unofficial production of goods and 

services is important in the design of economic policies that respond to fluctuations and economic 

development over time and across space. Furthermore, the size of the shadow economy is a core 

input to estimate the extend of tax evasion and thus for decisions on its adequate control. 

 

Empirical research into the size and development of the global shadow economy has grown rapidly 

(see Feld and Schneider 2010; Schneider 2011, 2015; Schneider and Williams 2013; Williams and 

Schneider 2016; and Hassan and Schneider 2016). Newer research on the size and development 

of the shadow economy worldwide starts with the fact that we have no unique worldwide definition 

of what we mean when we talk about the shadow, grey or underground economy. The OECD’s 

definition is the following: Shadow or underground economic activities which clearly fall within the 

production boundary of national accounts statistics (meaning they are legal) are deliberately 

concealed from public authorities for the following reasons: 
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 to avoid the payment of income, value added or other tax payments; 

 to avoid the payment of social security contributions; 

 to avoid having to meet certain legal standards such as minimum wages, maximum hours, 

safety or health standards, etc.; 

 to avoid complying with certain administrative procedures, such as completing statistical 

questionnaires or other administrative forms. 

 

The main reasons why people work in the shadow economy and undertake tax evasion are the 

following: 

 

 tax and social security contribution burdens; 

 intensity of regulations; 

 public sector services; 

 tax morale; 

 unemployment; 

 self-employment; 

 size of the agricultural sector; 

 official income; 

 quality of public institutions (corruption); and 

 federal (direct democratic) systems. 

 

The main indicators in which shadow economies are reflected are: 

 

 official GDP; 

 cash; and 

 official employment. 

 

All ten reasons play a role, but especially tax burden, regulation, unemployment, self-employment 

and size of the agricultural sector are major driving forces for smuggling, do-it-yourself activities 

and neighbors helping each other. Hence, mostly the macro estimates like the MIMIC and Currency 

Demand Estimations include these activities to a large extent and, hence, these estimates are 

higher than the “true” shadow economy estimates. In order to consider this, an upper and lower 

bound for the shadow economy and/or tax evasion is provided.  

 

1. Some Remarks on How to Estimate the Shadow Economy 

To estimate the size and development of the shadow economy we have three estimation 

procedures: 

 

 Direct approaches which use the micro level to determine the size of the shadow economy. 

Quite often this is done through surveys and by calculating discrepancies in national 

accounts. 

 Indirect approaches which make use of macroeconomic indicators, proxying the 

development of the shadow economy over time, e.g. the Currency Demand approach. 

 Statistical methods that use statistical tools to estimate the shadow economy as an 

unobserved or latent variable, e.g. the MIMIC (Multiple Indicator, Multiple Causes) method. 

 

The Currency Demand approach assumes that informal transactions take the form of cash 

payments, in order not to leave an observable trace for the authorities, and that an increase in the 

size of the informal economy will, consequently, increase the demand for currency. To isolate this 
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“excess” demand for currency, the econometric time series approach is used in which the currency 

demand is a function of conventional factors (e.g. income, interest rate, etc.) and factors causing 

people to work in the informal economy (e.g. direct and indirect tax burden, government regulation, 

etc.). By estimating such an equation and then making a simulation by assuming that the factors 

which cause people to work in the shadow economy are captured at the lowest value, one gets a 

positive value between simulation and the actual equation. Assuming that the velocity of money is 

the same in the shadow economy as in the official one, one gets a value added figure. 

 

The Multiple Indictors Multiple Causes method explicitly considers several causes, as well as the 

multiple effects, of the informal economy. The methodology makes use of the relatives between 

the observable causes and the effects of an unobserved variable, in this case the informal 

economy. The concept behind the MIMIC approach is shown in Figure “Hypothesized MIMIC path 

of estimating the shadow economy”.  

 

 
 

Hence, the MIMIC model simultaneously takes into account different causes and indicators that 

directly influence the development of the shadow economy over time.1  

 

2. Results of the Size of the Shadow Economies Worldwide, 1991 to 2015 

In Table “Size of the shadow economies of different country groups” the size of the shadow 

economies of different country groups is shown using the MIMIC and the adjusted MIMIC approach. 

The macro MIMIC approach is an upper bound limit to the shadow economy’s possible size, and 

the adjusted MIMIC approach is a lower bound, corrected for double counting and other problems, 

                                                   
1  As noted, this paper does not include an extensive discussion or critique of the estimation procedures. See Feld 

and Schneider (2010), Williams and Schneider (2016) and Schneider (2017). 
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e.g. do-it-yourself activities, neighbors helping each other and smuggling. The “true” size of the 

shadow economy perhaps lies in between these boundaries. If we consider Table “Size of the 

shadow economies of different country groups (Macro-MIMIC + adj. MIMIC)”, we clearly see that 

the OECD countries have the smallest shadow economy, with an average value over 1991 to 2015 

of 19.5%, followed by East Asian countries at 23.5%, then Middle East and North Africa at 25.1%. 

The largest shadow economies can be found in Latin American and Caribbean countries at 38.8%, 

and Sub-Saharan African countries at 39.5%.  

 

 
 
Figure “Shadow economy by region” shows the development over time for these country groups. 

We clearly see that we have a declining trend in the size and development of the shadow economy 

over the period 1991 to 2014. Only for South Asia this is not true. There we have a slight increase 

in the shadow economy, or it remains stable at around 34%.  
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Finally, Figure “Size of the shadow economy of 16 European countries in 2017” shows a forecast 

of the size of the shadow economy for 16 European countries, again using the MIMIC macro and 

adjusted procedure. We clearly see that Portugal, Belgium and Eastern European countries have 

a shadow economy of 15% to 16%, and Luxemburg, Austria and Switzerland have a shadow 

economy of around 6% to 7%. Again, the adjusted values are presented as a minimum value, so 

that the reader gets an idea in which range the “true” size of the shadow economy for these 

countries may lie. 

 

 
 

3. Results of the Size of Tax Evasion Worldwide, 1991 to 2015 

Table “Level of tax evasion in % of GDP of the 15 countries with the highest and the lowest shadow 

economy of all 158 countries” shows that, especially in developing countries, tax evasion is one of 

the most serious problems. State finances are eroding. Georgia, Bolivia and Zimbabwe have tax 

evasion levels of between 5% and 8% percent of GDP as an average over 1999 to 2015. These 
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levels are quite huge. Austria, Switzerland and the United States have the lowest amount of tax 

evasion, between 0.8 and 1.3% of GDP, which is still considerable. 

 

 
 

Tax evasion resulting from the shadow economy and other activities is a serious problem. Thus, a 

goal that must be given top priority is reducing the shadow economy by turning the “black” value 

added found there into official value added. 

 

Finally, Table “Level of tax evasion in % of GDP for different country groups” shows the level of tax 

evasion for different country groups worldwide. Similar to the figures in Table “Size of shadow 

economies of different country groups”, tax evasion is lowest in the OECD countries at 2.54% 

[1.63%] of GDP. The highest level is in Sub-Saharan African countries at 5.13% [3.34] and Latin 

American and Caribbean countries at 5.05% [3.28%] of GDP. The figures here are remarkably high 

and show how urgent it is that measures be taken against tax evasion. As the size of the shadow 

economy is decreasing for most country groups, the same trend can be seen for tax evasion. 
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 Size and Development of International Crime Activities 

1. Some Remarks about Money Laundering 

It is obvious that “crime” or dirty money is laundered. This has the purpose of making dirty money 

appear legal (see Walker 1999, 2007). There are many methods of money laundering; Table “The 

methods of money laundering and the use of cash” briefly explains the 12 most common methods 

based on Unger (2007) and Schneider (2015). Which of these methods is chosen depends on the 

type of crime and on the institutional arrangements in the country where the criminal money is 

“earned.” For example, Method 8 (business ownership) is quite often used in the drug business. 
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In big cities, substantial amounts of cash are earned by drug dealers in many different places, 

which they infiltrate into cash-intensive operations such as restaurants, which are especially well 

suited for money-laundering purposes, by adding the criminal proceeds to the “legal” turnover of 

the business. Table “The methods of money laundering and the use of cash” also shows that cash 

is predominantly used in 8 out of the 12 methods. Quite obviously, when money laundering makes 

use of cash deposits (Method 2), cash smuggling (Method 4), business ownership (Method 8), 

credit card advance payments (Method 11) or ATM operations (Method 12), only cash is generally 

involved in these transactions. Only for wire transfers, the purchase of insurance policies, security 

purchases and the creation of shell corporations is cash of little or no importance. Therefore, cash 

is quite important for money launderers.  

 

Unger (2007) estimates the amount of laundered money in the top 20 destination countries for 

laundered money. These figures are shown in Table “The amount of laundered money for the top 

20 destinations of laundered money, 2005”. In the table, two estimates are presented, one by 

Walker (1999, 2007) and one by the IMF. The Walker figure of 2.85 trillion USD is much larger than 

the IMF figure of 1.50 trillion USD (both figures are for the year 2005). Walker’s figures have been 

criticized as too high, which was one reason why the IMF estimates are shown, too.  
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Table “The amount of laundered money for the top 20 destinations of laundered money, 2005” 

clearly demonstrates that two-thirds of worldwide money laundering is undertaken in the 20 

countries listed. One should realize that most of these countries are highly developed and have 

quite sizeable legal/official economies, which makes them highly attractive for re-investing the 

laundered proceeds. What is also notable is that the table only includes a few small countries, 

offshore countries (OFCs) and tax havens, such as the Cayman Islands, Vatican City, Bermuda 

and Liechtenstein. Most countries that attract money-laundering flows are major economic players. 

The United States has the largest share of worldwide money laundering at almost 19%, followed 

by the Cayman Islands (4.9%), Russia (4.2%) and Italy (3.7%). However, smaller countries like 

Switzerland (2.1%), Liechtenstein (1.7%) and Austria (1.7%) are also attractive. If one takes the 

lower IMF values for Austria, Switzerland and the United Kingdom, about 5.5% of the total amount 

is laundered in these three countries, which comes close to roughly 10% of their official GDP. Yet 

it needs to be emphasized that it is not clear whether this money is “only” laundered in these 

countries or whether it also remains there. The money may well leave these countries after the 

laundering process. In general, Table 3.2 shows how substantial the amount of laundered money 

is and that two-thirds of these funds are concentrated in only 20 countries. 
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2. Transnational Crime Proceeds2 

Worldwide and regional figures 

“Dirty” money from crime is earned through various underground activities, like drug and weapons 

dealing as well as human trafficking. How much illicit crime money in all its forms is there? The 

most widely quoted figure for criminal proceeds from money laundering is the IMF consensus range 

of 2.0% to 5.0% of global GDP in 1998 (compare IMF 2001 and UNODC 2011).  

 

Tables “FATF estimate of worldwide money laundering” and “IMF estimates of laundered money 

worldwide” show the FATF and IMF estimates of money laundered worldwide for a similar period 

(FATF estimates for 1988 to 2005 and IMF estimates for 1996 to 2009). Considering first the FATF 

estimates, worldwide money laundering was 2.0% of global GDP in 1988, which increased to 3.5% 

in 1996 and decreased again to 3.0% in 2005. The IMF estimates vary between 2.0% and 5.0% 

over the period 1996 to 2009. In absolute terms, worldwide money laundering increased by 36.0% 

from 1996 to 2005 and by 33.0% from 2005 to 2009, which is quite a large increase. The FATF and 

IMF figures cover a more or less similar range.  

 

 
 

 
Table “Updated FATF model of global amounts laundered” shows the FATF estimates of money 

laundered globally up to the year 2009. The FATF model starts with an estimate of drug sales, 

which is then used to calculate the total amounts laundered from all criminal proceeds. For the year 

2003 the FATF estimate of the total amounts laundered (from all criminal proceeds) is 880 billion 

USD, or 2.4% of world GDP. Extrapolated to the year 2009, the calculation reaches 1.4 trillion USD. 

 

                                                   
2  For a detailed analysis see Schneider (2008a, 2008b, 2009, and 2011), Schneider and Windischbauer (2008), 

Schneider, Dreer and Riegler (2006), and Takats (2009). 
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Table “Annual money laundering by region” shows money laundering by region over the period 

2000 to 2005. North and South America have by far the biggest share, at 37.8% in 2000, which 

remains more or less constant until 2005, at 37.7%. The region Asia Pacific follows with a modest 

increase in the share of money laundering from 29.7% in 2000 to 31.5% in 2005. Europe’s share 

of total money laundering decreased slightly from 27.8% in 2000 (of all laundered proceeds) to 

26.0% in 2005. 

 

 
 

Table “Cross-border flows of global ‘dirty money’” shows the cross-border flows of global “dirty 

money” in trillion USD over the period 2000 to 2005. This includes financial and tax fraud money 

and all money which leaves a country for a criminal reason. Table “Updated FATF model of global 

amounts laundered” shows that the overall amount of dirty money laundered varies from 1.1 to 1.6 

trillion USD between 2000 and 2005 and increases to 1.7 to 2.5 trillion USD in the year 2009. This 

is quite a large sum and it accounts for between 2.9% and 4.3% of world GDP. Moreover, 10.0% 

to 15.0% of this sum takes the form of cash. The classical criminal component lies only between 

27.0% and 31.0% of total dirty money. Hence, it is clear that money resulting from capital flight and 

tax fraud is by far the biggest proportion of dirty money.  
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Table “Proceeds of transnational crime and the use of cash” shows the different types of proceeds 

from transnational crime (from 2003 to 2009) as well as their shares of total proceeds. Here we 

have clear-cut results: Drugs are the biggest business with 50.0% of the total, followed by 

counterfeiting with 39.0%, human trafficking with 5.0% and oil with 2.0%. The proceeds from all 

other types of crime are much lower. In total we have a sum of approximately 650 billion USD, 

which amounts to 1.1% of global GDP in 2009. The drug business is also the most cash-intensive 

activity, with a cash share of 80.0%. Counterfeiting proceeds consist of 30.0% cash, the proceeds 

from human trafficking are 50.0% cash, whereas illicit trading in oil involves only 10.0% cash. 
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Finally, in Table “Estimates of worldwide turnover of organized crime“ the various estimates or 

“guesstimates” of worldwide turnover of organized crime in billion USD are shown. Table “Estimates 

of worldwide turnover of organized crime” clearly shows a huge range and it is left to the reader to 

make his or her own judgment of plausibility. The median of all estimates is 1,900 billion USD for 

the year 2009, and the 2009 average is 2,100 billion USD or 3.6% of world GDP. The confidence 

interval lies between 1,600 and 2,600 billion USD or 2.7% to 4.4%. 
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National Crime Proceeds 

United States of America 

In Table “Estimated earnings from criminal activity* in the United States” the estimated earnings 

from criminal activities for the United States are shown over the period 1965 to 2010. Table 

“Estimated earnings from criminal activity in the United States” contains two series: estimated 

criminal income including financial and tax fraud proceeds and estimated criminal income excluding 

financial and tax fraud proceeds (share of cash in these proceeds on average 40.0%). In absolute 

figures one observes a strong increase from 49 billion USD in 1965 to 1,043 billion USD in 2010. If 

one standardizes these figures in percent of GDP, one observes a modest increase up to the year 

2000; it was 6.8% in 1965 and 8.0% in 2000, then it decreased to 7.0% in 2010. If one considers 

the ratio of traditional criminal income in percent of total illicit income (criminal plus financial and 

tax fraud income), one realizes that classical criminal income ranges between 29.0% in the years 

2000 and 2010 and a maximum of 49.0% in 1985. This clearly shows that financial and tax fraud 

is again by far the largest crime figure in the US.  
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Australia  

Table “Estimated criminal proceeds in Australia” shows select figures for Australia, demonstrating 

that fraud, drugs and shoplifting are the three biggest types of crime in Australia. In total, the 

criminal proceeds in Australia reached 10.9 billion Australian dollars or 7.1 billion USD in 2003 

(minimum estimates), ranging between 1.5% (2003) and 2.8% (1998) of Australian GDP. Table 3.9 

shows the cash shares of the different criminal activities. Theft, stealing from persons and 

burglaries have the largest cash shares at 95.0%, 90.0% and 90.0%, respectively, followed by drug 

activities and robbery and extortions with a cash share of 70.0%. The lowest use of cash can be 

found in the areas of fraud and car theft, at only 30.0%. 
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Netherlands 

Table “Estimated unlawful earnings in the Netherlands” shows the criminal proceeds for the 

Netherlands. Again, the remarkable result can be seen that 73.3% of all criminal proceeds come 

from financial, social security and tax fraud, followed by drugs at 12.4% and illegal workers at 3.1%. 

In the Netherlands, criminal proceeds range from 11.0 to 19.0 billion euros, or between 2.6% and 

4.3% of official GDP. Table “Estimated unlawful earnings in the Netherlands” also shows the 

different cash shares of the various criminal activities in the Netherlands. As in Australia, theft and 

burglary have the highest cash shares at 95.0% and 90.0%, respectively. The drug business and 

illegal workers have a cash share of 70.0%, prostitution has a share of 60.0% and illegal gambling 

and copying involves only 30.0% cash. 

 

 
 

Italy 

Finally, Table “Estimates of the income and profits of organized crime in Italy” shows criminal 

proceeds in Italy. Criminal proceeds from drugs are by far the largest amount at 60.0 billion euros, 

followed by ecomafia/agromafia activities at 16.0 billion euros and loan sharking at 15.0 billion 

euros. Total income from criminal proceeds is 135.0 billion euros or 8.9% of Italian GDP – quite a 

high figure. Additionally, Table 3.13 shows the share of cash in the different types of organized 

crime in Italy. Prostitution, at 60.0–80.0%, and arms trafficking, at 70.0%, are the most cash-

intensive activities, followed by theft and robbery at 50.0–70.0% and drug trafficking, human 

trafficking and gambling at 50.0%. 
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Costs and proceeds of cybercrime – the latest development in international organized crime 

According to Anderson et al. (2013), in the last 10 to 15 years cybercrime has originated from white-

collar crimes. In 2007, the European Commission defined cybercrime as follows: 

 

 traditional forms of crime such as fraud or forgery, though committed over electronic 

communication, networks and information systems;  

 the publication of illegal content over electronic media; and 

 crimes unique to electronic networks. 

 

Today, cybercrime takes many forms, such as online banking fraud (phishing), fake anti-virus 

software, fake computer programs and fake error messages. In a first systematic paper, Anderson 

et al. (2013) make an initial attempt to measure the cost of cybercrime and/or the criminal proceeds 

from some types of cybercrime. Cybercrime is a rather new development and is certainly becoming 

increasingly important. What type of cybercrime costs can be observed? Anderson et al. (2013, 

p. 269) state the following four: 

 

 costs in anticipation of cybercrime, such as antivirus software, insurance and compliance; 

 costs as a consequence of cybercrime in the form of direct losses and indirect costs, such 

as weakened competitiveness as a result of intellectual property compromise;  

 costs in response to cybercrime, such as compensation payments to victims and fines paid 

to regulatory bodies; and 

 indirect costs such as reputational damage to firms, loss of confidence in cyber transactions 

by individuals and businesses, reduced public-sector revenues and the growth of the 

underground economy. 
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These types of costs are shown in Figure “Framework for analyzing the cost of cybercrime”, which 

depicts the framework used by Anderson et al. to analyze the costs of cybercrime and some 

criminal revenues. From Figure “Framework for analyzing the cost of cybercrime”, one clearly sees 

that criminal revenues or criminal proceeds can be derived from the direct losses of the victims of 

cybercrime. Direct losses (or proceeds of national or transnational criminal activities) include:  

 

 money withdrawn from victims’ accounts; 

 stolen software; and 

 faked financial transactions. 

 

 
 
What does one know about the costs (and, to some extent, proceeds of criminal activities) in the 

area of cybercrime? Anderson et. al (2013, pp. 294–295) provide an interesting table (Table “An 

estimation of the various cost components of cybercrime”) giving a first estimation of the costs (and, 

in part, proceeds) of cybercrime.  

 

Considering the four cost components shown in Table “An estimation of the various cost 

components (partly proceeds) of cybercrime” (costs of genuine cybercrime, costs of transitional 

cybercrime, costs of cybercriminal infrastructure, costs of cybercrime against public institutions), 

one clearly sees that Component 4 (cost of crime against public institutions, i.e. welfare and tax 

fraud) becoming “cyber” is by far the largest, covering 67.5% of all costs of cybercrime, 

corresponding to an estimated global total of 150.2 billion USD. Looking at the global estimates of 

the other components of cybercrime, one sees that the costs of “genuine cybercrime” worldwide 

are 3.5 billion USD, or 1.6% of the total costs of cybercrime. The 3.5 billion USD can also be seen 

as the major part of the proceeds of genuine cybercrime activities. If one considers Component 2 

(costs of transitional cybercrime), one sees that it amounts to 44.2 billion USD or 19.8% of the total 

costs of cybercrime. At 24.8 billion USD, the costs of cybercriminal infrastructure are quite sizable 

as well; they amount to 11.9% of the total costs. As already noted, the costs of traditional crimes 

becoming cyber are, at 150.2 billion USD, the largest part of the costs of cybercrime. Again, this 

could at least partly be seen as the criminal proceeds from cybercrime activities in these areas, 

especially tax fraud. In general, Table 3.14 clearly demonstrates that the costs and proceeds of 

cybercrime activities are sizable. They will certainly rise in the future because using electronic 

networks for criminal activities is becoming more and more attractive. 
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 Globalization of Transnational Organized Crime 

Chapter III nicely demonstrates that there has been a remarkable increase in transnational 

organized crime proceeds and that they are spread all over the world. It bears repeating that it is 

very difficult to arrive at precise figures and that the figures might include severe double- or triple-

counting, as money from criminal activities is quite often detected or present in one country, but 

has come from another country where it has already been counted. Hence, one should be very 

careful when interpreting these rather large figures. Yet the general development, especially the 

increase from 2000 on, clearly shows that there has been a globalization of criminal activities and 

that they represent 1% to 3% of world GDP, a sizeable figure which should be of concern by all 

policy makers. The globalization of transnational organized crime is a consequence of the 

globalization of legal activities; obviously criminals also take advantage of capital, goods and 

service markets that are open and free in order to optimize their proceeds. Due to the different legal 

systems, it is quite easy for them to transfer these criminal proceeds around the world using fake 

firms or shell companies, to “whitewash” the proceeds and then invest them as “legal” proceeds. 

The globalization of money from criminal activities is an important development that requires our 

attention. We should see this as a challenge for all of the world’s governments. 

 

 The Influence of the Shadow Economy, Tax Evasion and 

Transnational Organized Crime on the Global Economy 

1. The Shadow Economy 

It is not clear a priori whether the shadow economy promotes or harms economic growth. On the 

one hand, lower tax collections due to leakages into the informal or underground sector would 

reduce direct and indirect government spending, while also adversely affecting the incentives of 

tax-paying firms. This would cause economic growth to decline and an expansion of the informal 

sector. On the other hand, the informal sector might provide greater competition to and be more 

efficient than the formal sector, possibly resulting in greater economic growth. Among other effects, 

the presence of the shadow economy enables formal-sector firms to outsource services cheaply 

and evade stringent regulations. Not only are these theoretically opposite effects ambiguous, the 

resulting empirical evidence regarding the effects of the informal sector on economic growth is also 

ambiguous (see Schneider and Enste 2000). 

 

Obviously there are many interactions between the official (registered) and unofficial (shadow) 

economies. Therefore, it is not surprising that there is a continuous interaction between these two 

economies. Schneider (2005, 2010) emphasizes that the official part of the economy could never 

work efficiently if it were totally separated (disentangled) from the unofficial part. A study carried 

out by the OECD highlights these concerns further, namely that the shadow economy permanently 

competes with the official economy; on the other hand, Lubell (1991) and Schneider (2005) state 

that the formal and informal economies also complement each other. Other studies such as those 

by Besozzi (2001) and Schneider (2005) show that a certain influence by the shadow economy on 

the efficient functioning and development of the official economy cannot be denied. 

 

In principle, these interactions stem from three main topics that are influenced by the shadow 

economy, namely taxation, general locations and biased effects of economic policies. The 

interactions and their effects originating from these three main sources are shown in Table 

“Interactions between the shadow and official economies”. 
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An answer can only be given after a careful empirical analysis is undertaken for each country. One 

major result of the analysis is that the positive effects may dominate in a shadow economy of below 

10% to 12%, but shadow economies that are larger, which is the case for the world’s major 

countries, certainly harm development of the official economy.  

 

2. Transnational Organized Crime 

As we saw in Chapter III, 1.4 trillion US dollars, or 2.5% of world GDP, resulted from all types of 

transnational crime in 2009 on a global basis (UNODC 2011, pp. 31–32). These figures are 

preliminary and have quite a large margin of error, but they still give a clear indication of how 

important money laundering and the turnover from transnational crimes currently are. Obviously, 

transnational crime has a negative effect in the countries where it happens. All criminal activities 

do more harm than good, except to those who receive the funds and are able to spend them. On 

the other hand, whitewashed money is reinvested in other countries and, if it is not detected as 

stemming from criminal activity, produces further economic growth and well-being. Hence, it is 

difficult to draw a clear-cut conclusion here as well. Obviously, crime creates huge costs and much 

more than the benefits from the reinvested money. At the same time, the costs and benefits are 

distributed disproportionally. Quite often whitewashed money is reinvested in highly developed 
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OECD countries where legal profits are the highest. Hence, these countries profit from crime 

proceeds too. As we have seen, the laundered crime proceeds can easily range up to 500 billion 

US dollars, which means this effect is not negligible. On the other hand, the costs to individual 

countries in the form of additional judicial and prison systems are tremendous, in addition to the 

considerable damage done by the criminal activity itself and the impact on victims. There is not 

sufficient space here to provide additional figures on the costs of prevention, which would have to 

be examined country by country to be meaningful. Yet these general remarks clearly show the 

considerable burden criminal proceeds have on countries all over the world. A prime goal should 

therefore be to reduce these criminal activities. 

 

 Concluding Remarks and Policy Recommendations 

1. Concluding Remarks 

Organized crime has gone global and created a dark side to our world economy. Shadow 

economies and tax evasion have spread all over the world, as have international and transnational 

crime and the resulting proceeds. In a globalized world we should be aware of these facts. 

 

What can we learn from these facts? 

 

 Crime and tax evasion create huge costs to our societies and countries and major efforts 

should be undertaken to reduce them. 

 In order to do this, much stronger and more efficient institutional cooperation is needed. 

Not only is an efficient and quick exchange of data necessary, international prosecutors 

must be able to investigate in different countries. 

 Only when countries cooperate better internationally will it be possible to effectively fight 

international crime. 

 

What concrete steps can be taken? Policy recommendations are made in Section 6.2 to reduce 

the shadow economy and tax evasion; recommendations for reducing organized crime are made 

in Section 6.3. 

 

2. Policy Recommendations for Reducing the Shadow Economy and Tax Evasion 

In every country the government faces the challenge of undertaking policy measures which reduce 

the shadow economy and tax evasion. However, the crucial question is, is this a blessing or a 

curse? Possible answers are: 

 

 If one assumes that roughly 50% of all shadow economy activities complement those of 

the official sector (i.e. those goods would not be produced in the official sector), then the 

development of total (official + shadow economy) GDP is always higher than the official 

amount.  

 A decline in the shadow economy will only increase a country’s total wealth if policy makers 

succeed in transferring the shadow economy activities into the official economy, because 

the value added of most activities in the shadow economy is equivalent to the value added 

of official activities.  

 Therefore, policy makers should choose policy measures that strongly increase the 

incentives to transfer production from the shadow economy to the official sector. Only then 

will the decline in the shadow economy benefit the entire economy.  
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What steps could one take? 

 

 One strategy for reducing the shadow economy is lowering unemployment through 

economic policy. Unemployment can be reduced when the government increases spending 

on public infrastructure and on education. A primary effect here is that more people are 

needed in the economy, especially in the construction sector (a sector in which we observe 

a high shadow economy). Secondly, if they are better educated, people can more easily 

find a job. Government can also improve the country’s competitiveness by investing in 

infrastructure and education, making it attractive for foreign investment. 

 The impact of self-employment on the shadow economy is only partly controllable by the 

government. Governments can deregulate the economy and make self-employment easier, 

thereby incentivizing people to become their own entrepreneurs. This would potentially 

reduce unemployment and positively contribute to efforts to control the size of the shadow 

economy. If the government succeeds in increasing self-employment, the probability that 

the self-employed will create additional jobs is high, and when creating one’s own business 

in a country is worthwhile, then it is also worthwhile to stay legal and enjoy the greatest 

profit from it. Hence, this also reduces shadow economy activities. 

 These two policies need to be accompanied by the strengthening of institutions and trust 

in public institutions (especially in developing countries!) to reduce the probability that the 

self-employed shift a substantial share of economic activities into the shadow economy. 

Good governance and effective functioning of public institutions are essential for a market 

economy and crucial for preventing people from going underground. Especially in 

developing countries, great emphasis should be put on ensuring government institutions 

function and corruption is low – essential factors for getting the official economy to grow. 

 In addition to these measures, policy makers should focus on reducing overall taxation, 

especially indirect taxation and customs duties. Reducing the overall tax burden is a key 

policy recommendation for highly developed OECD countries, because a high tax and 

social security burden is the driving force causing people to work in the shadow economy 

and evade taxes. In developing countries, the lowering of customs duties and indirect 

taxation is perhaps the most important policy instrument for reducing the shadow economy 

and tax evasion. 

 Equally important is the quality of institutions (again, especially in developing counties), i.e. 

creating democratic and transparent institutions with lesser regulatory burden, corruption 

and bureaucracy in order to restore people’s trust and confidence in public institutions.  

 Another step is reducing administrative burden on business by simplifying the procedures 

for obtaining licenses, accelerating the release of documents required for entrepreneurship, 

reducing bureaucratic barriers and increasing the transparency of the relevant processes. 

 Finally, policy makers can discourage the use of cash by increasing the popularity of 

electronic payments. Key measures in this regard should focus on: development of 

adequate infrastructure for bank cards and other electronic payments, particularly in the 

service sector and in rural areas (especially in developing countries); creating incentives 

for companies that encourage their customers to use electronic payments and that pay the 

salaries of their employees into a bank account (again, especially in developing countries); 

and organizing unscheduled inspections in companies to verify that card terminals and 

other related infrastructure work correctly. 
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What type of policy conclusions can one now draw? 

 

 The shadow economy and tax evasion are a complex phenomenon present to a large 

extent in all types of economies. People engage in tax evasion and activities in the shadow 

economy for a variety of reasons resulting from government actions, most notably taxation 

and regulation, and the non-functioning of public institutions (especially in developing 

countries). 

 From a public choice perspective, a second conclusion is that governments may not have 

a great interest in reducing the shadow economy due to the fact that: income earned in the 

shadow economy, especially in developing countries, provides a minimum standard of 

living to one-third of the working population; between 40 and 50 percent of shadow 

economy activities have a complementary character, which means that additional value 

added is created and this increases overall (official and unofficial) GDP; and at least two-

thirds of the income earned in the shadow economy is immediately spent in the official 

economy and, hence, has a stabilizing function. 

 

3. Policy Recommendations for Combating Transnational Crime 

From our results and discussion in Chapter 3 we can draw nine concluding policy 

recommendations: 

 

 The proceeds from transnational crime are extremely difficult to estimate scientifically. They 

are defined differently in almost every country, the measures taken against them are 

different and vary from country to country, and it is not at all clear which portion of revenues 

from transnational crime stays in a country.3  

 Hence, we have no or little empirical evidence whether these dirty or “whitewashed” 

financial proceeds “stay” in a country or are transferred to other countries, resulting in a 

severe double-counting problem.4 To repeat, it is crucial that better data be collected on 

the proceeds, profits and turnover of organized crime. Research here is urgently needed to 

standardize the figures and make them comparable, so that we have a reliable basis for 

making policy recommendations. Certainly, this would be a job for the IMF, World Bank or 

United Nations in collaboration with university research institutes.  

 Reducing transnational crime activities is very difficult, as there are no efficient and powerful 

international organizations which cooperate to effectively fight transnational crime. The 

concrete policy recommendation is therefore to strengthen international organizations in 

the effort to fight organized crime. This means relinquishing some state power and giving 

international organizations the right to work within individual countries as quickly and 

efficiently as needed. 

 Governments should set the key goal of reducing tax fraud and/or other illegal cross-border 

capital flows on the national and international levels, e.g. the rigorous fight against tax 

havens should be given high priority. 

  

                                                   
3  The definition of money laundering varies considerably from country to country, and there are also no 

internationally organized efforts to fight money laundering. The result is that little has been done so far. 
4  Some first attempts have been made, for example by the FATF and sub-organizations of the UN (see UNODC 

2004, 2005; FATF 2004, 2005a, 2005b, 2006). 
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 Cash is still used for many criminal activities because it cannot be traced. A reduction in 

cash can reduce criminal activities by increasing transaction costs, but as the profits of 

criminal activities would still be very high, the reduction would be modest (5% to 10% at 

most). The policy recommendation here is not to abolish cash, because this would not be 

an efficient means of fighting tax evasion and the shadow economy, and especially not 

organized crime; the recommendation is to reduce criminal activities at their source. 

 In order to be more efficient in fighting transnational crime, the various national criteria (how 

to define money laundering, tax evasion and other criminal activities) should be harmonized 

in such a way that there is a precise understanding of what aspect of criminal activity is 

being dealt with. 

 All countries should agree to an automatic information exchange on tax fraud and other 

criminal activities, as well as on criminal figures.  

 An effective instrument for penalizing those countries that do not cooperate would be 

excluding them from the SWIFT system, which is needed for transferring money 

internationally.  

 Another more controversial step would be legalizing drugs and prostitution, two of the most 

widespread crimes. If the drug business were legalized, it would be possible to reduce its 

turnover of over 500 billion US dollar considerably (by 50%). One argument in favor of this 

step is that one can legally drink as much alcohol as one wants, but it is illegal to take drugs. 

The same is true of prostitution. 
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